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1
Decision/action requested

The contribution proposes to include a key issue on eNPN.
2
References

[1]
3GPP TR 23.700-07: “Study on enhanced support of non-public networks”
[2]

3GPP TS 33.501: “Security architecture and procedures for 5G system”
[3]
3GPP TR 33.857:” Study on enhanced security support for Non-Public Networks”
3
Rationale

As part of Key Issue #4 the SA2 study [1] proposes solutions for UE onboarding and provisioning.
During the UE onboarding the UE needs to attach to a network, called onboarding network.

SA2 considers following variants related to attachment of UE to the onboarding network:

· No primary or secondary authentication is executed
· Primary authentication is executed using default credentials on UE and a default credential server operated by third party

· No primary authentication is executed, secondary authentication is executed using default credentials on UE and default credentials server operated by third party.
SA2 is referencing to SA3 to study the security implications of the different variants and to agree on a final solution.

This pCR proposes to study the security implications.

4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [3].
****** START OF CHANGES ******
5.X
Key issue #X: Primary authentication during UE onboarding

5.X.1
Key issue details 

During the UE onboarding the UE needs to attach to a network, called onboarding network.

SA2 considers following variants related to attachment of UE to the onboarding network:

· No primary or secondary authentication is executed

· Primary authentication is executed using default credentials on UE and a default credential server operated by third party

· No primary authentication is executed. Secondary authentication is executed using default credentials on UE and default credentials server operated by third party.

SA2 is referencing to SA3 to study the security implications of the different variants and to agree on a final solution.

The primary authentication is not only used for mutual authentication between UE and network. It is also integral part of the 5G key hierarchy and the key derivation process. Therefore, the security implications of omitting the primary authentication needs to be studied carefully. 

In case primary authentication is executed using a third-party default credentials server the trust relationship between onboarding network and default credential server needs to be studied.
5.X.2
Security threats

Omitting primary authentication might weaken the security of the 5G system.

In case primary execution is executed using a third-party default credential server a malicious onboarding network might execute attacks against the default credential server or against the privacy of the UE.

Subsequent provisioning procedure might implicitly rely on the security of the onboarding network. Depending on the authentication process as part of the registration to the onboarding network the provisioning might be unsecure.
5.X.3
Potential security requirements 

Usage of an onboarding network during UE provisioning shall not compromise the provisioning process.

****** END OF CHANGES ******
